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Containerization As A Core Strategy

« EPA has a multi-cloud environment: AWS, Azure and Cloud.gov, all of
which support Docker containers.

« EPA can also support Docker on Linux and OpenShift as well as in the
High Performance Computing (HPC) environment via Singularity.
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Docker lets you build, test, and deploy app

Get started using Docker

Docker is a software platform that allows you to b
software into standardized units called containers
libraries, system tools, code, and runtime. Using Dt
environment and know your code will run.

Running Docker on AWS provides developers and
distributed applications at any scale. AWS support
Community Edition (CE) and subscription-based D
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Docker on Azure

Secure and manage enterprise container apps in the clo

Get started with Docker for Azure >

2 Introduction to Singularity
Why use Singularity?
( Why use containers?

Use Cases

Quick Start

Security in Singularity

Build a container

Get integrated management, security, anieii il
Build Environment
Drive down operational costs and improve efficiency by taking

supply chain for your traditional and cloud apps in Docker con Singularity and Docker

B https://sylabs.io/guides/3.6/user-guide/introduction.| ¢ O
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A  https://cloud.gov/docs/deployment/docker/
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Why cloud.gov? v Get started

Singularity is a container platfc
of software in a way that is po
your laptop, and then run it or

company clusters, a single sen o )
asingle file, and you don’t hav verview

different operating system. Technology and security

Why T Singulari Customer stories

Getting started
Singularity was created to run . .
reproducible way. First develo I B Deploying apps

popular at other HPC sites, ac. App maintenance

a friendly community of devel
q Building static assets
now used across industry and

More languages (custom
Many container platforms are buildpacks)

X . Basic deployment instructions

« Verifiable reproducibilit
container image format Deploying Docker images

« Integration over isolatic
8 Languages and frameworks
filesystems on a cluster

« Mobility of compute. Tt Logs
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Deploying Docker

As an alternative to using buildpacks,
applications based on Docker.

To push a Docker image, use the --docker-image flag
for example:

cf push test-app --docker-image cloudfoundry

You can also push an image from a private Docker regis
and authentication information, as in this example:

CF_DOCKER_PASSWORD=YOUR-PASSWORD cf push APP
REPO/IMAGE:TAG --docker-username USER



What is Docker?

Docker is often thought of as a Virtual Machine...
...butitisn’t.

Docker is
* a.) a packaging specification and
* b.) a runtime for executing the packages
(containers)

Docker is much leaner than a VM, requires much less
overhead

Dockerfiles are similar to linux bash scripts, and are the
recipe to build the executable Docker images (and
dockerfiles are more easily sharable and customizable
than VM images)

Docker images are run on a Docker runtime. The Docker
runtime can run multiple containers, and there are

frameworks for scaling orchestrating containers across
clusters of servers




Why use Docker?

docker

Reusability
Lightweight, smaller footprint than a VM
Support different application stacks

“Deploy and run anywhere” - Run on different
environments and managed services (AWS, Azure,
etc)

Can develop locally and deploy to cloud or other
target environments

For analytics, can use Docker to decompose
functionality into microservices

Can use Docker to spin up and replicate multiple
instances to run in parallel




What Goes Where?

Process Flow (simplified) for DMAP Analytics Use Case

Initial planning /
Budget / FITARA
(Customer / OMS)

. Architecture Review |
(ODSTA)

Project Formulation
(Customer)

August 2020: DMAP Team working
with ODSTA to inform on services
offerings and define criteria for
what makes a viable candidate for
DMAP

Initial
Platform Selection
Guidance (OMS)

Analytics - Initial Consulting /

DMAP Onboarding (DMAP
Candidate Team)

Project
Development
(Customer)

Enterprise
Azure
Hosting

Enterprise
AWS
Hosting

Cloud.gov

Deployment /
Support (DMAP
Team)




Containerization vs. Other Options

Operational Complexity / Development Simplicity

Virtual Machine Container Lambda

Server Swarm Cluster Serverless

Ops DevOps Dev

N-Tier Microservice Event Driven
Consolidation Portability Scalability

Heaviness Simplexity Tight AWS Integration

Short Execution Time



Containerization And Serverless . -
Can Drive Best Practices ®

THE TWELVE-FACTOR APP

» Consider apps as ephemeral

INTRODUCTION

» Cloud-native: Twelve-Factor Design
* https://12factor.net
. . . Hav_e a clean contract with the underlying operating system, offering maximum portability between execution
° Sto re CO n fl g I n th e e n VI ro n m e nt . ::‘::;;:Zr deployment on modern cloud platforms, obviating the need for servers and systems

administration;

In the modern era, software is commonly delivered as a service: called web apps, or software-as-a-service. The twelve-
factor app is a methodology for building software-as-a-service apps that:

Use declarative formats for setup automation, to minimize time and cost for new developers joining the project;

Minimize divergence between development and production, enabling continuous deployment for maximum

« Treat backing services as attached resources i

« And can scale up without significant changes to tooling, architecture, or development practices.

° Cod e fo r fast Sta rtu p a n d g ra Cefu I S h u td OWn The twelve-factor methodology can be applied to apps written in any programming language, and which use any

combination of backing services (database, queue, memory cache, etc).

* Dockerfile Best Practices BACKGROUND
» https://docs.docker.com/
« Minimize Layers s o G —— —Y T
. Build in stages Py—— o o o S—

= a X

- . ors (& Edit this page
Get Docker Best practices for writing e

 Decouple applications : Dockerfies 7 s

? Getsupport

Develop with Docker - .
This document covers recommended best practices o )

PY M a n y oth e r g u id eS exist Develop your apps on Docker . and methods for building efficient images. S

App development overview Docker builds images automatically by reading the

instructions from a Dockerfile --a text file that General guidelines and
° I n AWS Ieverage Other managed Se rviceS Where UpPUevsiopmentbestpractices contains all commands, in order, needed to build a recommendations
' Develop images . given image. A Dockerfile adheres to a specific Create ephemeral containers
format and set of instructions which you can find at

feaSi b I e/a p p ro p ri ate Best practices for writing Dockerfile reference. prdersiend buld conte

Dockerfiles Pipe Dockerfile through stdin

A Docker image consists of read-only layers each of
Create a base image k . Exclude w e
° which represents a Dockerfile instruction. The layers Exclude with .dockerignore

Docker build enhancements are stacked and each one is a delta of the changes Use multi-stage builds
for 18.09 from the previous layer. Consider this Dockerfile :
Don't install unnecessary
Use multi-stage builds packages
FROM ubuntu:18.64
Dockerfile reference COPY . Japp Decouple applications

RIIN make /anm
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> > > Developer Guide

AWS Cloud X . On this page X
Development Kit (AWS What is the AWS CDK?

CDK) ) Why use the AWS CDK?

Developer Guide PDF | Kindle | RsS

Developing with the AWS CDK

. , )
\Whatis the AWS CDICZ Welcome to the AWS Cloud D Kit (AWS CDK) Developer Guide. This document provides Contributing to the AWS CDK
» Getting started information about the AWS CDK, which is a software development framework for defining cloud Additional documentation and
n » Working with the AWS CDK infrastructure in code and provisioning it through AWS CloudFormation. resources
i About Amazon Web Services
« We use AWS CDK to spin up stacks —
» Concepts

Create and provision AWS infrastructure deployments predictably and repeatedly.
AP reference

" " "
l I I a n a e S e | I VI ro | I | I l e n t a I I d e rl I I I S S I O l l S Examples Leverage AWS products such as Amazon EC2, Amazon Elastic Block Store, Amazon SNS, Elastic Load
) Balancing, and Auto Scaling.

» How tos

v

Build highly reliable, highly scalable, cost-effective applications in the cloud without worrying about

parameterized scripting for reproducibility  “=....

Use a template file to create and delete a collection of resources together as a single unit (a stack).

v

v

Security
Use the AWS CDK to define your cloud resources in a familiar programming language. The AWS CDK
supports TypeScript, JavaScript, Python, Java, and C#/.Net.

. "
OpenPGP keys
[ ] ! )
Document history Developers can use one of the supported programming languages to define reusable cloud components
known as Constructs. You compose these together into Stacks and Apps.
Ar |alytics build process

Troubleshooting

[/ aws™\ AWS CNK Annlication Couoresion -

« Also using CodeCommit, S3 sync and o
Other AWS tOOIS < O & https//aboutgitlab.com/what-is-gitlab/ B % 0 ® | % :

« National Computer Center Cloud DevOps - - e e
team is also looking at Jenkins, Rancher,

Atlassian and other tools v

. . . What is GitLab?
* How do we bring in diverse developer

unique and makes Concurrent DevOps possible, unlocking your organization from the
te a m S CO n tra Cto rS et Cete ra ’? constraints of a pieced together toolchain. Join us for a live Q&A to learn how GitLab can
] ] = give you unmatched visibility and higher levels of efficiency in a single application across

the DevOps lifecycle.

« Works in progress...




How To Get To DevSecOps?

« Currently using Nessus to scan,
Trend Micro Deep Security and
other tools — build scans and
nighﬂy scans automated Security as Usual breaks DevOps Automation

« But what criteria for automating?

» False positives in scan results?

 Manual review and control
gates for deploying to E E E E E E E
production?

* Minor versus major release?

* Many things to still figure out...

Plan Code Test Release =~ Pac kage Deploy Operate




Thank You

« Dave Smith

« US Environmental Protection Agency
 Office of Mission Support (OMS-EI)
 Office of Information Management (OIM)

 Information Access and Analytic Services
Division (IAASD)

 (202) 566-0797
« smith.davidg@epa.gov




